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Principaux avantages pour les utilisateurs

» Gain de temps lors de l'intégration de la machine dans les installations
» Communication standardisée multi-vendeurs

» Acces hautes performances a de grandes quantités de données

» Seécurité intégree grace a des mécanismes a la pointe de la technologie

- Authentification par certificats, mots de passe ou délégation d'identitée (OAUTH2)
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Les trois piliers de ’'OPC-UA (IEC62541)

1. Interopérabilité
2. Cybersécurité
3. Structure de données

3.1 : Modélisation métier (Companion Spécifications)
Sémantique
Structuration des données

Interopérabilité Cybersécurité Modélisation
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1 - Interopérabilité

L'interopérabilité, c’est :

La capacité des systeémes cyber-physiques (c'est-a-dire les porte-pieces, les stations d'assemblage et les produits), des humains et des usines
intelligentes a se connecter et a communiquer entre eux via l'Internet des objets et I'Internet des services.

» Indépendant de la plateforme matérielle et logicielle » Interopérabilité horizontale et verticale

- Convergence OT/IT du capteur jusqu’au cloud
l ! ORGANISATIONS AGILE, APRENANTES, HUMAN CENTRIC 1 > Motwaton l o Intégré par tous IeS Constructeurs

A/
. . > Complexité génératrice de sens
‘ CYBERSECURITE ‘4—» S 4—»{ BIG DATA > Créativits
110111 > Production collaborative
> Protection accrue des systémes CLOUD et At 3
de production reliés & Internet COMPUTING 1001
> Produits et technologies a cycle 1
de vie allongé v > Fidélisation client
> Cyber Physical Systems (CPS) > Flexibilité
’, CAPTEURS SYSTEMES > Commande numérique > Réponse aux besoins de
> Zéro defaut AVANCES DE - Automatisation compléte personnalisation des clients tout
> Reactivite PRODUCTION — Systemes entierement interconnectés en préservant la productivité
FOURNISSEURS - ;fraé@asb(‘)':e - Communication de machine & machine > Production & la demande
VISI
4_1 PERSONNALISATION
—_— — DE MASSE
— L 2 £ 1 L ’:| D CLIENTS
P ®. .o m L
[EN— —p —_—
- —) ——)
IMPRESSION 3D/ L4 VEHICULES
LOGISTIQUE 40 | "ADDITIVE MANUFACTURING" SMART-MACHINE ROBOT COLLABORATIFS AUTONOMES
. > Réduction des pertes > Produits intelligents & valeur ajoutée > Temps réel — autonomie — > Optimisation des flux INTERNET DES OBJETS
> Supply chain intégré > Personnalisation de masse > Auto-correction productivité > Sécurité accrue —
> Systémes interconnectés > Création rapide de prototypes > Réduction de la matiere > Transparence des reportings > Codts plus bas > Marquagg d DbJEt‘?
> Coordination totale > Interconnectivité (contextualisation, complétude, g _Ctt)mmun!caltwon dgbjetsé
i 2oons) USINE DU FUTUR A s et
USINE DUFUTUR B > Capture de données en temps
REGROUPEMENT D'USINES réel
> Optimisation des stocks
\ y > Réduction des déchels
3 \ > Energies propres et renouvelables
/ v RESSOURCES FUTURES disponibles partout
I H A0 > Stockage d'énergie _
VENT ALTERNATIVES / NON CONVENTIONNELLES SOLAIRE \ GEOTHERMIQUE > Matiére premiére alternative

Source : Roland Berger
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2 - Sécurité
OPC UA a été concu autour de la sécurité
Basé sur des standards de sécurité ouverts

Authentification, chiffrement, ... Auditabilité

Droits d'acces utilisateur
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Authentification d'utilisateur

Evolutif: évolue avec les technologies de seécurité

Authentification

Aligné sur les exigences de I'lT

Intégrité

transport

Sécurité de la
couche de

Confidentialité

Publication par |'office fédéral de la sécurité de l'information
Allemand (BSI) des résultats de I'analyse de sécurité dOPC-UA
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3 - Modélisation

La Fondation OPC coopere étroitement avec des organisations et des associations de différentes branches.
Les modéles d'informations spécifiques a d'autres organisations de normalisation sont mappés

sur OPC-UA et deviennent ainsi portables.

A tous les niveaux
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Exemple d’intégration — Companion Spécs PackML

Tag Database,
Historian, etc.

MES Apps

PackML

OPC UA
network

PackTags

Case Packing/

Palletizing Shrink Wrapping

PackiML
OPC UA

Labeling/
Capping Saallg
PackML
= . OPC UA

PackML
OoPC UA__ { F Y ‘

Washing/ : ! .-F'ackML

Drying/ __ " - o UA,
Sterilizing b N .

I
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OPC-UA : du capteur au Cloud

OPC Day France 2023

Q00000 0C

IT / OT Communication
Cloud Integration

Secure Remote Access
Local OT Communication
Controller to Controller
Controller to Field Device
Wireless Integration (5G)

Future Ready

FOUNDATION



Protocol Bindings

Couche Basse avec plusieurs protocoles définis garantissant une intéropérabilité matérielle

» UA-TCP - TCP/IP based, UA Binary
» UADP — UDP based, UA Binary, TSN deterministic
» UADP — MQTT based, JSON, Cloud, optional Broker

) OPC Foundation
Information

Model Layer Responsibility

Communication
OPC-UA

Model _ _ _ o o o o o e e e e

Protocol UA Binary UA Binary Json =

— I o UADP [ Json IEC 62541
- e opc TP | |IIRGEY WebSocket/ UDP TSN  AMQP  MQTT
Indings HTTPS
||
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Communication Model

OPC UA intéegre les deux types de communications pour offir le maximum de fléxibilité

» Client/ Server - service oriented, request / response, on demand

» Publish / Subscribe — message oriented - multicast, unidirectional, ,cyclic*

OPC Foundation

Q
. 2
Q -
)
. - o
Information (7 >
@ “d Responsibilit
Model Layer [ = P y
| | | [ | | ] | [ | 0 S . | | | | | | [ | | | [ | w L [ |
.. — ervices Message Model =
Communicationgs 9 o
Browse, read / Write PubSub Configuration, DataSets -5 OPC_UA
B TG -INM  cthods Cals, Subcriptions WM Nessage Readers and Writer L
Protocol | B
. IEC 62541
Bindings | |
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Data Models

OPC UA integre une couche haute supplémentaire , la modélisation des données
»  Orienté objet
3 Flexible
»  évolutif

Built-In Infomration Models

Base, DA, AC, HA, Programs

Information

OPC UA Meta Model
Model Layer Basic Rules for exposing information with OPC UA
Communication

Protocol

Bindings |
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Modélisation des échanges en utilisant des éléments de base OPC-UA

N 1 Y @ IMM_oemManufacturer SerialNumber01234 Technological
z Vq . tentyp  Erreichbar aus HUIIOFC UA . i . objects include

; §: IS Yy InjectionUnits assortments of
s e =] . . .

-a Dint [ e L J

. & Object @ InjectionUnit_1 Tags

" — =] Barrelld Objects
= Ve ) = 1ng Methods
Ha- it e - = Index

! w8 Q Method Including
i S - = InProduction semantics and
o s Q Variable ) IsPresent namespaces

0 Prope rty e TemperatureZones
=l NodeVersion

Y @ TemperatureZone_1 Actual Value
—
v ActualTemperature
= EngineeringUnits

:=| EUR
& ange\ Property

= ControlMode (e.g. definition of
2 Index technical units)

=] IsPresent

=] Name

Data Model
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Companions Spécifications

Vendor Specific Extensions

Companion Information Models

PLCopen, ADI, FDI,FDT, Bacnet, MDIS, ISA95, AutomationML, PackML,
MTConnect, AutolD, VCW, EUROMAP, Robotics, Vision Systems,
IEC61850/61400, Sercos, Powerlink, PROFInet, 10-Link and more coming

Information OPC Foundation

Model Layer Responsibility

Communication

Protocol

Bindings |

. — .
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Ce gu’il faut retenir

Possibilités de développer des
modéles de données par métier

Information Bibliotheques d’objets pour POT  FHs, R
Model Layer (Modeles) S ¢
- g‘ Responsibility

_______________________ 5 o .

Communication Connexion universelle: 2 5

_ _ | = o OPC-UA

el Client / Server ou Publish / Subscribe S

Protocol = g' =

Bindings Interopeérabilitée Mateérielle IEC 62541

.
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Process de certification

RSN

A

CERTIFIED

 Tests sur les fonctionnalité:

Bénéfice de la certification
* Produits ( Hard et/ou Soft) vérifiee d OPC-UA

 Démontrer I'expérience dans OPC-UA

 Produits testés avec 5 autr
 Tests de communications

« Combine la conformité, I'inf
« Montrer I'engagement pour la technologie

* Fiabilité vérifiee

* Moins d'efforts de support

Listé sur le site des produits certifiés
de I'OPC Foundation

FOUNDATION
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Experts OPC-UA France

2
e PGILEO @ systerel

Automation
Solutions temps

,7 _:: ! »
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Master of system automation




Outils

» Web (documents , normes, events, outils, etc..)
https://opcfoundation.org

My Account = Log Out » ContactUs [ [@] 2E

Web

FOUNDATI ON search | <

The Industrial Interoperability Standard™

About ~ Membership ~ Products ~ Certification ~ Markets & Collaboration Resources ~ News & Events ~

Ré .
eseaux Llnkedm

sociaux

Youtube https://www.youtube.com/@TheOPCFoundation

OPC Day France 2023


https://opcfoundation.org/

Certification o
» Certification Portal

https://opcfoundation.org/certification

» Profile Reporting Tool
http://opcfoundation-onlineapplication.org/profilereporting

» Compliance Test Tool (CTT)
https://opcfoundation.org/developer-tools/certification-test-tools

P rod u ItS Ce I‘tlfl éS CERTIF IED https://opcfoundation.org/products/?certified=yes

FOUNDATIORN
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https://opcfoundation.org/certification
http://opcfoundation-onlineapplication.org/profilereporting
https://opcfoundation.org/developer-tools/certification-test-tools

Travaux en cours : Amélioration d’OPC-UA

* FX:Communication Controler To Controler, Motion , Safety
e CloudLib: Bibliotheque de modeles (Vannes, Savoir Faire métier spécifique, etc...)

* RestAPI: Ouverture vers des applications Rest externes permettant des échanges avec un serveur OPC-UA
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The Industrial Interoperability Standard



Présentation SYSTEREL
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-'ﬁtlolrngmon FOUNDATI ON
OPC UA Companion Specifications

Fahad Golra, Agileo Automation

| ALL RIGHTS RESERVED. OPC DAYS 2023, PARIS 14/06/2023



Multiple levels of interoperability

Vendor-specific modeling
for unique concepts

® v " Different protocols — --- / \

; Different data representations
d o _ Standardized modeling for
common concepts

Common concepts

/ re-used

“ Different data
models [:=
s

i
d7r
TR

Protocol level

interoperability m %‘{.

® .
J : 1 1 ‘- Data models with standardized
> ’@ structure [ [£

>
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9 Semantic 35 e

= interoperability W N
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Development of a CS

”

OPC UA Experts % (g)
Lo Lt )

Working Group

Domain Experts
(OEMs, End users, .

4 N\
~ Manufacturer
,°b ~ Model
“ ~ Serial Number
— - Motion Devices
Robot Controllers
Domain concepts
L J

26 | ALL RIGHTS RESERVED.
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Digital model Textual
(Computerreadable) description

o e o e e e o o o o o o = - P

Companion Specification

____________________________



CS Example — Robot

VDMA

FOUNDATION

OPC 40010-1

OPC UA for Robotics

Part 1: Vertical Integration

Release 1.00
2019-07

OPC 40010-1 (Edition 1.0, 2019-07) is identical with VDMA 40010-1:2019-07

Textual specifications

27 | ALL RIGHTS RESERVED.

CS

uopesyioadg-uojuedw o) vn D40

«

ModelUri=

3 @ Restricted Mode

Opc.Ua.Robotics.NodeSet2.xml X

MotionDeviceSystemType

2ComponentName

MationDeviceType

|-+{ 2:Componentiame

|-+ 2Manuracturer

—

o 2wmodel
___—

conoers |

_ﬁ }__ inControl

{ sateystates H

Axes <Axisldentifier>

xmlns:xsi="

\dditional | [ <AdationalComponent

=

f-+{ 2Componentiiame |

+{ 2:Componentriame

" Version=

Functions \dentfier>

| )

1 Functions | Identifier>

1
] 1{ 2Model

J
Parameterset Gperationaiode f eama— .
W Parameterset Upsstate

mpor

| .{ <Componentidentifier-

2ComponentName

<Somareisentter>

L pameeser | rasieoganiome |

Ln52,Col 38 Spaces:2 UTF-8 LF XML & 0

Digital model in nodeset file (XML)

Graphical
Notation
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Interoperability with OPC UA

OPC UA for

Devices, tools
& Equipment Robotics
OPC

Unified
Architecture

_____________________________

>
E v Enterprise Asset — ISA-95 Job Cloud Library 52
-g o v & Cloud Management 5 = Control 5= API Definition 5=
) J LI . Industrial Process Automation ~2 __ OPCUAfor =2 __ OPCUAfor 5=
i N &" ’4@ Automation Devices — PADIM e PackML E DEXPIP&ID ="
E \\)\/

OPC UA for
Weighing Tech.

OPC UA for
CNC Systems sy
Aarms & conditions §_ Y J
Information modeling (Objects/Types, Variables, ...)

OPC

Unified
Architecture

OPC UA communication network

28 | ALL RIGHTS RESERVED.

Aarms & conditions §_ Y J
Information modeling (Objects/Types, Variables, ...)
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Working Groups

: Working Groups - OPC Foundati. X +

&« C opcfoundation.org

About ~ Membership ~ Products ~ Certification ~ Markets & Collaboration Resources ~ News & Events ~

» 71 different working
groups

= Joint -> 58

List of Working Groups

Home > Working Groups

ABSTRACT ™ PARTNER LOGO

The working group develops OPC UA Information Models for the industrial process chain of Yy
additive manufacturing (“AM") so that AM systems and other systems directly involved in -'///"VDMA
the additive manufacturing process can be easily connected, configure... N

4

Develop specifications for analyzers irrespective of the underlying device protocols.
Analyzer devices are comprised of one or more analyzer channels with a single address
space which has its own configuration, status and control. Examples: Particle ...

Defines common asset management models that can be used directly or as base for other
companion specifications to refine those concepts for their domain specific needs.

Develop specifications for identificaton devices executing a scan, read or write process. %
Comprises barcode, OCR, 2D code, RFID, NFC, RTLS, sensors and mobile computing. a“-“ _—

Develop an OPC UA specification for AutomationML and an XML schema fo describe OFPC
UA Servers and their communication parameters in an AutomatienML file and fo integraie

UANodeSet address space XML files into AutomationML. cAutomationbiL/>

Specify a gateway interface between the BACNET object model and OFC UA =
integration of building and industry automation.

The OPC UA CCS Working Group will develop several OPC UA Information Models for

- I t | > 1 7 FILTER ﬁ* Delete all Filters ~ 90 *  records per page
nternal -
Search
NAME * A
= Ext |->1
xternal -> .
Additive
~ Working Group Type Manufacturing
Internal
Joint Analyzer Devices -
External ADI
Asset Management
Basics
~ Status
Automatic
Proposed Il:]l::tt(i)fli;ation Devices
Active
Completed
. AutomationML model
Inactive
~ Classification BACnet
Core UA Topics
Generic Models
actory Automation Carbon Capture and

FPARTNER ORG

VDMA

AIM — Association for
Automatic Data
Capture, ldenfification
and Mobility

AutomationML e V.

BACnet Interest
Group Europe e.v.
(BIG-EV)

VDMA, CESMII, OPC

www.opcfoundation.org -> About -> Working Groups -> List of Working Groups

29 | ALL RIGHTS RESERVED.

E COLUMN OPTIONS

CHAIR

Martin Gehringer
Claude Lafond

Wolfgang
Mahnke

Bemnd Wieseler
Miriam Schleipen
Frank Schubert

Erich Barnstedt -

aa JGILEO


http://www.opcfoundation.org/

vacloudlibrary.opcfoundation.org = T ¢ » = O ¥

UA Cloud Library g

Hello fahad.golra@agileo-automation.com! Logout

UA Cloud Library
FOUNDATION

* A query-able online store of
OPC UA CS information
models.

* 126 OPC UA Information
Models for the companion
specifications available

* UA Cloud Library Explorer

* GraphQL Editor

30 | ALL RIGHTS RESERVED.

Analyzer Devices DI
by OPC Foundation

This specification defines an object model
that describes analysers separated into a...

License: Custom
Version: 1.01
Downloads: 54

AutomationML
by OPC Foundation

The AutomationML data format, developed
by AutomationML e.V., standardised in IEC...

License: Custom
Version: 1.00
Downloads: 9

Cooris [

https://uacloudlibrary.opcfoundation.org

Asset Management Basics am
by OPC Foundation

Basic concepts for asset management
used in an OPC UA Information Model. ...

License: Custom
Version: 1.01.0
Downloads: 53

AutomationML an

by OPC Foundation

The AutomationML data format, developed

by AutomationML e.V,, standardised in IEC...

License: Custom
Version: 1.00
Downloads: 9

oo [

Previous 1/21 Mext

AssetManagement
Basics
by Microsoft

OPC UA Companion Spec Asset
Managment Basic

License: MIT
Version: 1.01.0
Downloads: 28

AutolD Devices { AutolD
by OPC Foundation

Defines an Information Model to
represent and access AutolD Device...

License: Custom
Version: 1.01

Downloads: 16

)
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Technology News

* Updates about the latest
versions of CS

= Subscription to the
technology updates

e Call for review

= Review the companion
specifications before their
release.

* Call for participation

= Join the working groups

31 | ALL RIGHTS RESERVED.

: Technology News - OPC Founda: X -+

& (& & opcfoundation.org/news/techno

&% Translate 7 eTranslation m OPC-Search @ CGPT m Azure Stream Eurécia Talkspirit

FOUNDATI 0N

The Industrial Interoperability Standard™

About ~ Membership ~ Products ~ Certification ~ Markets & Collaboration

OPC Technology News

Technology News informs about publications, documents in review, and working groups in initialization.

If you wish to unsubscribe from the OPC Technology News list, please click here.

Publications Call for Review Call for Participation

DOCUMENT

OPC 40001-1 Machinery Basic Building Blocks -V 1.03.0

OPC 30030 BACnet - V 2.00.1

OPC 40210 Geometric Measuring Systems -V 1.00

OPC 40200 Weighing Technology - V 1.01.0

OPC 30143 PROFI-Encoder - V 1.00

OPC 30020 MDIS OPC UA Companion Specification - V 1.2.1

Admin = My Account

@ =

Deepl 3 call

Resources ~

r ¢ » O

» | [ Other bookmarks

Search

News & Events ~

2023-06-08

2023-06-02

2023-05-24

2023-04-19

2023-04-15

2023-04-03

Logout « ContactUs [l [e] BE

-

)
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Spread of OPC UA Companion Specifications

Manufacturing mechanics

40001 - Machinery

40010 - Robotics - Vertical Integration

40020 - Cranes&Hoists - MotionDevicesSystemBase
40077 - PlasticsRubber — IM Machines to MES
40079 - PlasticsRubber — IM Machines to Robot
40082 - PlasticsRubber - Peripheral Devices
40083 - PlasticsRubber - General Types

40084 - PlasticsRubber - Extrusion

40086 - PlasticsRubber - Material Supply Systems
40100 - Machine Vision

40200 - Weighing Technology

40223 - Pumps and Vacuumpumps

40250 - Compressed Air Systems

40301 - Flat Glass Processing

40400 - UA for Powertrain

40444 - Textile Testing Devices

40451 - Tightening Systems

40501 - Machine Tools

40502 - CNC Systems

40540 - UA for Additive Manufacturing

40550 - Woodworking Machinery

40740 - Process Air Extraction and Filtration

Field Device Integration

30080 - FDI Specification
30090 - Field Device Tool

32 | ALL RIGHTS RESERVED.

Field Communication

30100 - Sercos Devices

30110 - Powerlink

30120 - I0-Link Devices and I0-Link Masters
30130 - CSP+ForMachine . CCLink

30140 - PROFINET

30141 - PROFlenergy

30142 - PROFI-RemotelO

30143 - PROFI-Encoder

Industrial Automation

30400 - Cloud Library

10020 - Analyzer Devices

30000 - PLC Model based on IEC 61131-3
30001 - PLC Client Function Blocks

30010 - AutolD Devices

30020 - MDIS OPC UA Companion Specification
30081 - Process Automation Devices - PADIM
10000-100 - Devices

10000-110 - Asset Management Basics
10000-120 - XML DataType Mapping
10000-200 - Industrial Automation - Basics
10000-210 - IA- Relative Spatial Location

Consumer Industries

30060 - Tobacco Machinery
30200 - Commercial Kitchen Equipment

Enterprise, Asset Management, Packaging

10030 - ISA-95 Common Object Model
10031 - ISA-95-4 Job Control

30050 - PackML - Packaging Control
30260 - Open-SCS Product Serialization
30261 - Open-SCS Job Orders

40600 - Weihenstephan Standards

Engineering Data

30040 - AutomationML
30250 - DEXPI P&ID

Energy Automation
10040 - IEC 61850 - Electrical Substation Automation

Building Automation
30030 - BACnet

Oil and Gas, Mining

40561 - Mining - Extraction

40562 - Mining - LoadingEquipment

40563 - Mining - TransportAndDumping
40564 - Mining - MineralProcessing

40565 - Mining - DevSupport

40566 - Mining - MonitoringAndSupervision
40567 - Mining - PELO Services

40569 - Mining - ACandUC

aa JGILEO



JWGs with VDMA

OPC UA serves as basis for the Global Production Language

» Agricultural Machinery

» Battery Production

» Building Control and
Management

» Building Materials
» Ceramic Machinery
» Cleaning Systems

» Construction Equipmen

» Continuous Conveyors

» Die & Mould
» Drying Technology
» Electrical Automation

» Engines & Systems

VDMA | OPC UA Updates from VDMA | Heike Herden

33 | ALL RIGHTS RESERVED.

» Air Conditioning & Ventilation

»

»

Lasers and Laser Systems for
Material Processing

»

Fire Fighting Equipment
Fluid Power

Hydro Power Plants

Industrial Trucks

Metallurgical Plants and
Rolling Mills

/7vDMA
J

» Textile Care, Fabric and

» Micro Technologies
R P e e Leather Technology

» Photovoltaic Equipment
S TR R Y T e o e » Thermal Power Plants

________________ ittt » Thermo Process Technology

\» Power Transmission :
i Engineering ! » Valves

» Precision Tools » Waste Treatment & Recycling

» Printing & Paper Technology _Jveighing lechnology _ _
» Process Plant & Equipment » Welding & Pressure Gas
» Productronic Equlprent

» Wind Power Plants

» Refrigeration & Heat Pump
Technology

» Security Systems
» Software & Digitalization

FmemmmmmEmmmmmm—mmm e o \ Joint Working Group ]
©_Surface Technology .. © | i_with OPC Foundation :
» Testing Technology OPC UA CS in work

Heiko Herden, Talk on “OPC UA Updates from VDMA”, VDMA Plenary OPC UA CS, March 2023

@
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